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The Challenge
As a communications and internet service provider, Magyar Telekom 

handles large amounts of personal data. To comply with European 

Union and national government data-protection regulations and secure 

its customers’ personal data, the Magyar Telekom IT Security policy 

requires that log messages from all systems handling personal data must 

be collected and sent to a Security Information and Event Management 

(SIEM) tool for analysis. Customer data handling systems consist of a 

wide variety of server operating systems, applications, databases, and 

middleware.

Due to its large and complex IT environment, Magyar Telekom needed 

an efficient solution to consolidate many islands of log collection into a 

single, centralized log management solution. In total, the security team 

needed to collect, centralize and manage logs from more than 10,000 

sources at a rate of approximately 30,000 messages per second. If 

making sense of more than 2 billion messages per day wasn’t difficult 

enough, the log messages needed to be reliably and securely transferred 

and stored so that the integrity of the log data feeding the SIEM was 

preserved. 

Not only did the amount of logs pose a problem, but the variety of 

sources and variation of log structure made collection and centralization 

difficult. The IT Security team needed to access logs from a variety 

of server operating systems, security devices, standard and custom 

applications, as well as several types of databases. 
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“CollECTINg AND CENTrAlIzINg hUgE AMoUNTS of logS 

woUlD bE IMpoSSIblE for US wIThoUT SySlog-Ng’S 

 UNIqUE CApAbIlITIES. wITh ThE hElp of oNE IDENTITy’S 

profESSIoNAl SErvICES, wE wErE AblE To DEploy A 

hIghly rElIAblE AND SECUrE log INfrASTrUCTUrE To 

hANDlE bIllIoNS of log MESSAgES.” 

- Krisztian Hary IT security Officer, Magyar Telekom.

Magyar Telekom, part of the Deutsche 

Telekom Group, offers fixed-line and 

mobile communications, internet and 

IpTv services, and IT services under 

the T-home, T-Mobile and T-Systems 

brands. with revenues exceeding $2 

billion and more than 11,000 employees, 

Magyar Telekom is hungary’s largest ICT 

provider. 

Learn more
• read more about syslog-ng™

• request an evaluation

• request pricing

http://www.oneidentity.com
https://syslog-ng.com/products/log-management-software/
https://syslog-ng.com/register/115478/
https://syslog-ng.com/register/115494/
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About One Identity
one Identity helps organizations get identity and access 

management (IAM) right. with our unique combination of 

offerings, including a portfolio of identity governance, access 

management, privileged management and identity as a 

service solutions, organizations can achieve their full potential 

– unimpeded by security, yet safeguarded against threats. 

learn more at oneIdentity.com

The Solution
having had a positive experience using the syslog-ng™ 

open Source Edition, Magyar Telekom turned to one 

Identity to help them design and implement a highly 

reliable centralized log management solution. syslog-ng™ 

premium Edition provided the IT security team with a 

solution to filter and structure logs on remote hosts before 

transferring them to the central log server. To avoid large 

bursts of log data, Magyar Telekom uses syslog-ng™ to push 

log messages in near real-time rather than pulling logs from 

a central server. This also eliminates the need to access log 

source hosts remotely. 

Due to the sensitive nature of consumer data, Magyar 

Telekom needed to ensure logs were not lost during 

collection and transfer to the central server. To ensure 

reliable transfer, syslog-ng™ premium Edition stores 

messages locally on log source hosts should the network 

connection or the log destination become unavailable. with 

the reliable log Transfer protocol (rlTp™), an application 

level transport protocol, syslog-ng™ detects the last 

received message on the receiving end and then starts 

resending messages from that point, ensuring messages are 

not duplicated at the receiving end in case of a connection 

break.

To manage log data traffic centrally, syslog-ng™ clients 

transfer log messages to a load-balancing Cisco ACE 

router with a single Ip address. behind the load-balancer, 

Magyar Telekom deployed syslog-ng™ premium Edition as 

a central log server in a cluster configuration to provide 

N+1 redundancy. with syslog-ng™ as their centralized 

log management solution, Magyar Telekom was able to 

consolidate islands of log collection into a scalable, reliable 

log management tool enabling analysis tools to focus on a 

smaller, more reliable set of log data.
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